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1. Document management

1.1 Document history

Version Date Author Description of changes / remarks
1.0 13/09/2016 eHealth platform First version
1.1 18/11/2016 eHealth platform Added Issuer specification
1.2 03/04/2017 eHealth platform Added new input attribute in request (service-name)
+datesin UTC
1.3 02/05/2018 eHealth platform Update
1.4 21/10/2019 eHealth platform Cookbook anonymization
1.5 23/04/2020 eHealth platform Update § 5.1.2 WS-I Org Compliance
1.6 10/03/2021 eHealth platform Update § 5.1.3 Tracing
1.7 24/11/2021 eHealth platform Additional info on dates
1.8 19/07/2022 eHealth platform § 3.2 Status (added)

§ 5.1.3 Tracing (updated)
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2. Introduction

2.1 Goal of the service

The “DAta Attribute Service” (DAAS) provided by the eHealth platform will allow our partners in the health sector
to query eHealth platform’s authentic source in order to retrieve different kinds of information about an
individual, an organization,....

2.2 Goal of the document

This document is not a development or programming guide for internal applications. Instead, it provides
functional and technical information and allows an organization to integrate and use the eHealth platform service.

However, in order to interact in a smooth, homogeneous and risk controlled way with a maximum of partners,
these partners must commit to comply with the requirements of specifications, data format and release processes
of the eHealth platform as described in this document.

Technical and business requirements must be met in order to allow the integration and validation of the eHealth
platform service in the client application.

2.3 eHealth platform document references

On the portal of the eHealth platform, you can find all the referenced documents.!. These versions or any
following versions can be used for the eHealth platform service.

ID Title Version Date Author

1 Glossary 1.0 01/01/2010 eHealth platform

2.4 External document references

All documents can be found through the internet. They are available to the public, but not supported by the
eHealth platform.

ID Title Source Date Author

1 saml-core-2.0-0s http://docs.oasis- 15/03/2005 Security Services TC
open.org/security/saml|
/v2.0/

2 saml-profiles-2.0-os http://docs.oasis- 15/03/2005 Security Services TC
open.org/security/saml
/v2.0/

3 | XML-Signature Syntax http://www.w3.org/TR 12/02/2002 IETF, W3C

and Processing /2002/REC- xmldsig-

core-
20020212/Overview.ht
ml

1 www.ehealth.fgov.be/ehealthplatform
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http://docs.oasis-/
http://docs.oasis-/
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html
file://///users.ehealth.fgov.be/shares/group/G_EHEALTH/eHealth%20platform/00%20General/00.02%20Templates/00.02.04%20Service/www.ehealth.fgov.be/ehealthplatform

4 Basic Profile Version 1.1 | i.org/Profiles/BasicProfi 24/08/2004 Web Services
le-1.1-2004-08-24.html Interoperability
Organization
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3. Support

3.1 Helpdesk eHealth platform

3.1.1 Certificates

In order to access the secured eHealth platform environment you have to obtain an eHealth platform certificate,
used to identify the initiator of the request. In case you do not have one, please consult the chapter about the
eHealth Certificates on the portal of the eHealth platform

° https://www.ehealth.fgov.be/ehealthplatform/ni/ehealth-certificaten

o https://www.ehealth.fgov.be/ehealthplatform/fr/certificats-ehealth
For technical issues regarding eHealth platform certificates

. Acceptance: acceptance-certificates@ehealth.fgov.be

. Production: support@ehealth.fgov.be

3.1.2 Forissues in production

eHealth platform contact centre:
. Phone: 02 788 51 55 (on working days from 7 am till 8 pm)
. Mail: support@ehealth.fgov.be

. Contact Form :

- https://www.ehealth.fgov.be/ehealthplatform/nl/contact (Dutch)
- https://www.ehealth.fgov.be/ehealthplatform/fr/contact (French)

3.1.3 Forissues in acceptance

Integration-support@ehealth.fgov.be

3.14 For business issues

. regarding an existing project: the project manager in charge of the application or service
. regarding a new project or other business issues: info@ehealth.fqov.be
3.2 Status

The website https://status.ehealth.fgov.be is the monitoring and information tool for the ICT functioning of the
eHealth services that are partners of the Belgian eHealth system.
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https://www.ehealth.fgov.be/ehealthplatform/nl/search?q=&filter%5Bplatform_service%3A19842c7fad26fe4e90179efc7895851fb9f086fb%5D=on
https://www.ehealth.fgov.be/ehealthplatform/fr/search?q=&filter%5Bplatform_service%3A19842c7fad26fe4e90179efc7895851fb9f086fb%5D=on
mailto:acceptance-certificates@ehealth.fgov.be
mailto:support@ehealth.fgov.be
https://www.ehealth.fgov.be/ehealthplatform/nl/contact
https://www.ehealth.fgov.be/ehealthplatform/fr/contact
mailto:Integration-support@ehealth.fgov.be
mailto:info@ehealth.fgov.be
https://status.ehealth.fgov.be/

4. Global overview

The DAAS was built to separate access to the application from data access (By example: routing
information). Its sole purpose is to return data.

PARTNER EHEALTH
SAML HOK N
Timestamp kgD
Sign: bosiyxiokent. en: bodystokentTs
1. SAML SAML
i SEARMEQMET
SAML B U S 3. SAML l{ukup
} Response Response
|
} A 4/
|
|
|
WsC } Destination Service
|
Figure 1

Step 1: A Web Service Consumer (WSC) sends a SAML AttributeQuery to the DAAS.
Step 2: The DAAS starts the lookup for the requested AttributeQuery and will return with a SAML Response.
Step 3: The DAAS sends a SAML Response to the WSC containing the requested data.

o o Hican
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5. Step-by-step

5.1 Technical requirements

5.1.1 Use of the eHealth SSO solution

This section specifies how the call to Secure Token service (STS) must be done in order to access the WS. You
must precise several attributes in the request. The details on the identification attributes and the certification
attributes can be found in the separate document DAAS SSO (published on the portal of the eHealth platform).

To access the eHealth DAAS, the response token must contain “true” for the ‘boolean’ certification attribute.

If you obtain “false”, refer to the contact center to verify that the requested test cases were correctly configured.

5.1.2 WS-l Basic Profile 1.1

Your request must be WS-I compliant (See Chap 2.4 External document references).

5.1.3 Tracing

To use this service, the request SHOULD contain the following two http header values (see RFC
https://datatracker.ietf.org/doc/html/rfc7231#section-5.5.3):

1. User-Agent: information identifying the software product and underlying technical stack/platform. It
MUST include the minimal identification information of the software such that the emergency
contact (see below) can uniquely identify the component.

a. Pattern: {minimal software information}/{version} {minimal connector
information}/{connector-package-version}

b. Regular expression for each subset (separated by a space) of the pattern: [[a-zA-Z0-9-
\/1*V/[0-9azA-Z-_.]*

c. Examples:

User-Agent: myProduct/62.310.4 Technical/3.19.0
User-Agent: Topaz-XXXX/123.23.X freeconnector/XXXXX.XXX
2. From: email-address that can be used for emergency contact in case of an operational problem.
Examples:
From: info@mycompany.be

5.1.4 Security policies to apply

We expect that you use SSL one way for the transport layer.
As web service security policy, we expect:

. A timestamp (the date of the request), with a Time to live of one minute.(if the message doesn’t arrive
during this minute, he shall not be treated).

. The signature with the certificate of

- the timestamp, (the one mentioned above)

- the body (the message itself)

- and the binary security token: an eHealth certificate or a SAML token issued by STS

This will allow eHealth to verify the integrity of the message and the identity of the message author.
A document explaining how to implement this security policy can be obtained by eHealth.
The STS cookbook can be found on the eHealth portal.
(https://www.ehealth.fgov.be/ehealthplatform/STS-cookbook.pdf)

oF o Mican
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5.2 Description of xml-message

The different steps in Fig. 1 are described in detail. The SAML AttributeQuery and SAML Response are open
standards. This document will describe everything needed to contact the DAAS, but if you need more information
than described in this document, we refer to reference 1 in §2.4.

5.2.1 SAML AttributeQuery

The <AttributeQuery>element is used to make the query “Return the requested attributes for this subject”.
The “requested attributes” are those added to the <Attribute>element.

The <AttributeQuery>should be included inside the body of a signed SOAP Envelope.
5.2.1.1 AttributeQuery element

samip:AttributeQueryType

B attributes

| Version

Izsuelnstant

AttributeQuery [}]—'—

Attribute Description
ID The identifier for this attributeQuery (xs:ID)
Version 2.0

Issuelnstant

The time instant of issue in UTC

DAAS WS - Cookbook
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5.2.1.2 Issuer element

| samlp:AttributeQueryType

|
I ElﬂT:HﬂEEI[!_T;'pE_i
|

B attributes

-=samlissuer [
AttributeQuery EH__@} p SAMTESHET L

|

|

|

|

R ||

| |

| |
| |
| |
| |
| |

This element provides information about the issuer of the message. The element requires the use of a
URI that can uniquely identify the requestor. The Issuer MUST be a combination of the certificate holder
attribute followed by ‘" and the input identifier. E.g. if the requestor is a hospital and the identifier of
the hospital is 01234567, then the Issuer MUST be
urn:be:fgov:ehealth:1.0:certificateholder:hospital:nihii-number:01234567.

Attribute Description

Format urn:oasis:names:tc:SAML:2.0:nameid-format:entity

5.2.1.3 Subject element

l—samlp:A::r\bu:el]uer',‘T‘,‘pe

sftributes

| samkSubjectConfirmationType

|, Sami:Subject [ | Tamoes
attributes
AttributeQuery [ i

SubjectConfirmati

|
|
|
|
|
|
|
|
=
. 7
[
]
|
|
|
|
|
|
|
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The <Subject> element defines the entity for which the issuer is requesting authentication or authorisation. The
<Subject>element uses 2 subelements (<NamelD> and <SubjectConfirmation>), discussed below.

5.2.1.4 NamelD element

The <NamelD> value uniquely identifies the subject and has 2 attributes.

Attribute Description
Format A URI reference representing the classification of string-based identifier information.
(See §5.3.1)

5.2.1.5 SubjectConfirmation element

This is the information allowing the subject to be confirmed. The Method attribute is used to define how the
confirmation was performed.

Attribute Description

Method The URI reference used to define how confirmation was performed. See § 5.3.2 for
supported URIs.

5.2.1.6 SubjectConfirmationData element

The <SubjectConfirmationData> element specifies additional data (a specific timeframe) that allows the
confirmation of the subject.

Attribute Description

NotBefore Optional — Before this time instance the subject cannot be confirmed. The time is
encoded in UTC.

NotOnOrAfter Optional — Beyond this time instance the subject can no longer be confirmed. The time
value is encoded in UTC.

The following rules must be satisfied at any time:

. If the NotBefore or NotOnOrAfter attributes are present, their value must be a time encoded in UTC
otherwise the request will be rejected.

° The current date must be after NotBefore and before NotOnOrAfter, otherwise the request is will be
rejected. In other words, the current date must be between NotBefore” and NotOnOrAfter. In some
particular cases, the timeframe covered by NotBefore and NotOnOrAfter can be set in the past or even the
future. When these dates are in the past or the future, eHealth tries to respond with a best effort
algorithm. Not all authentic sources queried by the DAAS offer the possibility to get info about the future or
past. This should be kept in mind when using dates in the future or the past.

. If NotBefore is empty and NotOnOrAfter is not present, the request can be accepted.

. If NotBefore represents a date greater than the date contained in NotOnOrAfter, then the request will be
rejected.

. If NotBefore is not empty and NotOnOrAfter is not present, the request can be accepted.

Point of attention: The specified timeframe is used to verify the assertions. Some attributes cannot be verified for
a date bigger than today. This means you should be careful when sending an AttributeQuery around midnight.

oF o Mican
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5.2.1.7 Attribute element

Fr————— -
samlp:AttributeQueryType

attributes

|
|
|
H=e
|

| saml:AttributeType

AttributeQuery [H
| B attributes

|
|
|
L s B

- Xk
#

<Attribute> elements are used to pass additional information about the subject as well as specifying attributes
whose value(s) are to be returned.

An <Attribute>that does not contain an <AttributeValue>is information the requester needs but does not have.
The DAAS will resolve these attributes and return them in the SAML Response.

An <Attribute> containing an <AttributeValue>is information linked to the subject.

Attribute Description
Name Unique URI that identifies the attribute.
NameFormat urn:oasis:names:tc:SAML:2.0:attrname-format:uri

5.2.1.8 Example

In the example below, we ask the DAAS what is the list of prevention services of the person with SSIN
01234567890.

<urn:AttributeQuery Consent="urn:oasis:names:tc:SAML:2.0:consent:current-implicit" ID="DAAS_845b0d88-
6e23-4266-8a44-eb89bb901185" Issuelnstant="2017-01-10T13:01:12.020Z" Version="1.0">

<urnl:Issuer
Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">urn:be:fgov:ehealth:supervision</urnl:Iss
uer>

<urnl:Subject>

<urnl:NameID
Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient">252537746688268268547539284732423894</urnl:Nam
eID>

<urnl:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches">

<urnl:SubjectConfirmationData NotBefore="2017-01-
10T13:01:12.020Z" NotOnOrAfter="2017-01-10T13:01:12.020Z2"/>

</urnl:SubjectConfirmation>
</urnl:Subject>
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<urnl:Attribute
Name="urn:be:fgov:person:ssin:ehealth:1.0:1istofpreventionservices"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri"/>

<urnl:Attribute
Name="urn:be:fgov:person:ssin”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">

<urnl:AttributeValue>01234567890</urnl:AttributeValue>
</urnl:Attribute>

<urnl:Attribute
Name="urn:be:fgov:ehealth:1.0:service-name"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">

<urnl:AttributeValue>urn:be:fgov:ehealth:admin:simplification:backtowork</urnl:Attributevalue>
</urnl:Attribute>

</urn:AttributeQuery>
5.2.2 SAML Response

The SAML Response will be returned inside a SOAP Envelope. The response will include (but is not limited to) a
reference to the request, a status, a signature and attributes.

5.2.2.1 Response element
l—samlp:ﬂespnnseﬂ'pe _|

B attributes

|
|
|
| N EInFtesponseToi
|
|

Izsuelnstant

|
Lo
|

&

-

!
- =]

3
atin

The attributes defined for the <Response>element can be used to trace back a response to the request
it was built for.

Attribute Description

ID An identifier for the response.

InResponseTo A reference to the identifier of the request to which the response corresponds.
Version 2.0

Issuelnstant The time instant of issue of the response in UTC.
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5.2.2.2 Issuer element

samlp:ResponzseType

[
|
|
|
|

— e — ——

| samlNamelDType |

0 stiributes |

Response -—— ..
=
Y | i

,samlp:status

R ——— i

The <Issuer> element identifies the entity that generated the response message. It will always return
urn:be:fgov:ehealth:daas.

Attribute Description

Format urn:oasis:names:tc:SAML:2.0:nameid-format:entity

5.2.2.3 Status element

——————————————————————————————————— —
|
|
|

_________________________ |
| samlp:StatusType | |
[ ;ﬂpztgsahﬂ_ype_ __________ _| | |
[ sttributes I | |
i
_____ |
= Sﬂlﬂlp:S:ﬂ:usCocleT',.'pe_‘ | | I
| [ attributes I | I |
..................... | o
_E'samlp:status(:ode | | | |
____________________ |
N
| S
. _mm====__1
-y samip:Statushicssage |
__________________________ 11
|
|
___________________________________ il

The <Status>element represents the status of the corresponding request and contains a <StatusCode> element. In
the case of an error, the <StatusMessage>element will also be present.

5.2.2.4 StatusCode element

A message providing more info on the status.
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Attribute

Description

Value

the top-level list provided in §5.3.3.
found in § 5.3.3

The status code value. The value of the topmost <StatusCode> element must be one from

The following second-level status codes can also be

5.2.2.5 StatusMessage element

A message providing more info on the status.

5.2.2.6 Assertion

a samlp:Status

| ]

——— — o —

amlbAssertionType |
[E sttributes

Version

Izzsuelnstant

samllssuer

___________________

Attribute Description
Version 2.0
ID The identifier for this assertion

Issuelnstant

The time instant of issue in UTC

DAAS WS - Cookbook
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5.2.2.7 Issuer element

samlAssertionType |

[
|
|
|

_— e ——— —— ——

| samhNamelDType |

- ~ .
4 EI—L samkAssertion [%]—I—
5

sambkissuer

I
[1]

il ol

0.=

|

|

|

| : _

| [~ samisSublect ]
|

|

|

__________________ o

:p--:’ saml:Conditions
1

Lo e EI—L samlAttribute Statement

Bty Sl
7

The SAML authority that is making the claim(s) in the assertion. It will always return urn:be:fgov:ehealth:aa.

Attribute Description

Format urn:oasis:names:tc:SAML:2.0:nameid-format:entity

5.2.2.8 Signature element

The <Signature> element is a default XML signature as specified by W3C (see reference 3 in 2.4),
although only a subset is used for SAML Assertions. The signature should always be verified before
processing the rest of the response. Detailed information about the <Signature> can be found in
reference 3 of § 2.4 External document references.

For the moment only an x509v3 certificate is supported, information will be found in the Keylnfo/X509Data
element.

5.2.2.9 Subject element

The <Subject> element referce to the on sent in the request. See § 5.2.1.3.
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5.2.2.10

- | ---E,ds:Signature

ra h e e Y [ L e
- —ma— EI—L samlAssertion El—r

il
7

0..=

—(—B- [Fomoues] |

Lo e EI—L saml:Attribute Statement

e

| samkConditionsType | |

0.
e - - - _ _ 1
- - - - - - - - _ 1
This element defines constraints on the acceptable use of SAML assertions.
Attribute Description
NotBefore Specifies the earliest time instant at which the assertion is valid. Encoded in UTC.
NotOnOrAfter Specifies the time instant at which the assertion has expired. Encoded in UTC.

5.2.2.11 AttributeStatement element

P R ,saml:Assertion [

0=

The <AttributeStatement>element describes the statement by the DAAS asserting that the specified subject is
associated with the specified attributes. It contains <Attribute> elements.
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5.2.2.12 Attribute element

The <Attribute> element is of the AttributeType complex type (see 0). These <Attribute> elements hold the
response values to the <Attribute> elements contained in your request.

The value of the subelement <Attribute\/alue> can contain:

U xs:string: simple string

. xs:anyType: an inline well-formed XML

. empty: this means all processing to answer the request went fine, but no data was found.
5.2.2.13 Example

In the example below, the issuer (DAAS) returns the list of employers for SSIN 01234567890 for the current date.

<urn:Response ID="22000b7e-9722-45d1-83cd-71ac49c8330c" InResponseTo="DAAS_845b0d88-6e23-4266-
8a44-eb89bb901185" Version="2.0" Consent="urn:oasis:names:tc:SAML:2.0:consent:current-implicit"
xmlns:urn="urn:oasis:names:tc:SAML:2.0:protocol">

<urnl:Issuer Format="urn:oasis:names:tc:SAML:2.@:nameid-format:entity"
xmlns:urnl="urn:oasis:names:tc:SAML:2.0:assertion">urn:be:fgov:ehealth:daas</urnl:Issuer>

<urn:Status>

<urn:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</urn:Status>
<urn:Assertion ID="374e9al7-c3bl-4064-84de-4759329d0c29" Issuelnstant="2017-01-

10T11:35:07.426Z" Version="2.0" xmlns:urn="urn:oasis:names:tc:SAML:2.0@:assertion”
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">

<urn:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">urn:be:fgov:ehealth:daas</urn:Issuer>

<ds:Signature Id="xmldsig-3b29b86a-94f2-41a6-8f84-c9f6f28cbd71"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#374e9al7-c3b1-4064-84de-4759329d0c29">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>ATgs90EP+]7dgDRHRYky46mxrSVTgbplsfry@gkcVUY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>q6Nf..==</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>MIIFAD..GNJ6</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<urn:Subject>
<urn:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
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format:transient">252537746688268268547539284732423894</urn:NameID>
<urn:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches">

<urn:SubjectConfirmationData NotBefore="2017-01-10T11:35:07.426Z"
NotOnOrAfter="2017-

01-10T11:35:07.4262"/>
</urn:SubjectConfirmation>
</urn:Subject>
<urn:AttributeStatement>

<urn:Attribute
Name="urn:be:fgov:person:ssin:ehealth:1.0:1istofpreventionservices"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<urn:AttributeValue>

<Actor
Type="ExternalPreventionService"
xmlns="urn:be:fgov:ehealth:daas:complextype:vi">

<Id Type="CBE">2</Id>
<Name xml:lang="fr">ATTENTIA Prévention &amp; Protection</Name>
<Name xml:lang="nl">ATTENTIA Preventie &amp; bescherming</Name>
<Actor Type="Employer">
<Id Type="CBE">1</Id>
<Name xml:lang="fr">0ffice national de Sécurité sociale</Name>
<Name xml:lang="nl">Rijksdienst voor Sociale Zekerheid</Name>
<Name xml:lang="de">Landesamt fiir soziale Sicherheit</Name>
<Period>

<StartDate>2001-11-
30</StartDate>

</Period>
<Actor Type="Employee">

<Id
Type="SSIN">01234567890</Id>
</Actor>
</Actor>
</Actor>

</urn:Attributevalue>
</urn:Attribute>

<urn:Attribute Name="urn:be:fgov:person:ssin”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<urn:AttributeValue>01234567890</urn:AttributeValue>

</urn:Attribut
e>

<urn:Attribute Name="urn:be:fgov:ehealth:1.0:service-
name" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<urn:AttributeValue>urn:be:fgov:ehealth:admin:simplification:backtowork</urn:Attribut
e

Value>
</urn:Attribute>
</urn:AttributeStatement>
</urn:Assertion>
</urn:Response>

5.3 Appendix

The appendix contains detailed information that can also be retrieved from the § 2.4 external document
references. They are provided here for ease of use and are not exhaustive.
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5.3.1 NamelD

See § 2.4 - reference 1 section 8.3 for more info on the URIs used.

urn:oasis:names:tc:SAML:2.0:nameid-format:transient

For requests where an in memory
id is used for the internal system
itself, not to be used by the
external system.

urn:oasis:names:tc:SAML:2.0:nameid-format:entity

For complex or system entities

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

Unknown authentication method or id
type.

5.3.2 Method

See § 2.4 - reference 2 - section 3 for more information.

urn:oasis:names:tc:SAML:2.0:cm:holder-of-key

urn:oasis:names:tc:SAML:1.0:cm:holder-of-key

The sender identifies himself in the
subject and adds a keylInfo element,
linked to the private key he will use
to sign the request. In this way, he
proves he is the holder of the key.

urn:oasis:names:tc:SAML:2.0:cm:sender-vouches

urn:oasis:names:tc:SAML:1.0:cm:sender-vouches

The sender vouches for the
correctness of the subject and the
responder can only trust the sender
with a correctly identified subject.

5.3.3 StatusCode

More info can be found in §2.4 — reference 1 (saml-core-2.0-0s) § 3.2.2.2. Top-level <StatusCode> values:

urn:oasis:names:tc:SAML:2.0:status:Success

The request succeeded.

urn:oasis:names:tc:SAML:2.0:status:Requester

The request could not be performed
due to an error on the part of the
requester.

urn:oasis:names:tc:SAML:2.0:status:Responder

The request could not be performed
due to an error on the part of the
SAML responder or SAML authority.

urn:oasis:names:tc:SAML:2.0:status:VersionMismatch

The SAML responder could not
process the request because the
version of the request message
was incorrect.

The following second-level <StatusCode> values:

urn:oasis:names:tc:SAML:2.0:status:AuthnFailed

The responding provider was unable
to authenticate the principal
successfully.

urn:oasis:names:tc:SAML:2.0:status:InvalidAttrNameOrValue

Unexpected or invalid content was
encountered within a

<saml:Attribute>or
<saml:AttributeValue>element.

0D
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urn:oasis:names:tc:SAML:2.0:status:InvalidNamelDPolicy

The responding provider cannot or
will not support the requested name
identifier policy.

urn:oasis:names:tc:SAML:2.0:status:NoAuthnContext

The responder cannot meet the
specified authentication context
requirements.

urn:oasis:names:tc:SAML:2.0:status:NoAvailableIDP

Used by an intermediary to
indicate that none of the
supported identity provider <Loc>
elementsin an

<IDPList> can be resolved or that none
of the supported

identity providers are available.

urn:oasis:names:tc:SAML:2.0:status:NoPassive

Indicates the responding provider
cannot authenticate the principal
passively, as has been requested.

urn:oasis:names:tc:SAML:2.0:status:NoSupportedIDP

Used by an intermediary to indicate
that none of the identity providers
in an <IDPList> are supported by the
intermediary.

urn:oasis:names:tc:SAML:2.0:status:PartialLogout

Used by a session authority to indicate
to a session participant that it was not
able to propagate logout to all other
session participants.

urn:oasis:names:tc:SAML:2.0:status:ProxyCountExceeded

Indicates that a responding provider
cannot authenticate the principal
directly and is not permitted to proxy
the request further.

urn:oasis:names:tc:SAML:2.0:status:RequestDenied

The SAML responder or SAML authority
is able to process the request however
has chosen not to respond. This status
code MAY be used when there is
concern about

the security context of the request
message or the sequence of request
messages received from a particular
requester.

urn:oasis:names:tc:SAML:2.0:status:RequestUnsupporte d

The SAML responder or SAML authority
does not support the request.

urn:oasis:names:tc:SAML:2.0:status:RequestVersionDepr ecated

The SAML responder cannot process
any requests with the protocol
version specified in the request.

urn:oasis:names:tc:SAML:2.0:status:RequestVersionTooH
igh

The SAML responder cannot process
the request because the protocol
version specified in the request
message is a major upgrade from the
highest protocol version supported by
the responder.

0D

DAAS WS - Cookbook v.1.8 -19/07/2022 22/27




urn:oasis:names:tc:SAML:2.0:status:RequestVersionTooL

ow

The SAML responder cannot process
the request because the protocol
version specified in the request
message is too low.

urn:oasis:names:tc:SAML:2.0:status:ResourceNotRecogni zed

The resource value provided in the
request message is invalid or
unrecognized.

urn:oasis:names:tc:SAML:2.0:status:TooManyResponses

The response message would
contain more elements than the
SAML responder is able to return.

urn:oasis:names:tc:SAML:2.0:status:UnknownAttrProfile

An entity that has no knowledge of a
particular attribute profile has been
presented with an attribute drawn
from that profile.

urn:oasis:names:tc:SAML:2.0:status:UnknownPrincipal

The responding provider does not
recognize the principal specified or
implied by the request.

urn:oasis:names:tc:SAML:2.0:status:UnsupportedBinding

The SAML responder cannot
properly fulfil the request using the
protocol binding specified in the
request.

0D

DAAS WS - Cookbook v.1.8 -19/07/2022 23/27




6. Risks and security

6.1 Risks & safety

6.2 Security

6.2.1 Business security

In case the development adds an additional use case based on an existing integration, the eHealth platform
must be informed at least one month in advance with a detailed estimate of the expected load. This will ensure
an effective capacity management.

In case of technical issues on the WS, the partner may obtain support from the contact center (see Chap 3)

In case the eHealth platform finds a bug or vulnerability in its software, we advise the partner to update his
application with the newest version of the software within 10 business days.

In case the partner finds a bug or vulnerability in the software or web service that the eHealth platform
delivered, he is obliged to contact and inform us immediately. He is not allowed to publish this bug or
vulnerability in any case.

6.2.2 Web service

WS security used in this manner is in accordance with the common standards. Your call will provide:

° SSL one way
. Time-to-live of the message: one minute.
. Signature of the timestamp, body and binary security token. This will allow the eHealth platform to

verify the integrity of the message and the identity of the message author.

. No encryption on the message.
6.2.3 The use of username, password and token

The username, password and token are strictly personal. Partners and clients are not allowed to transfer them.
Every user takes care of his username, password and token and he is forced to confidentiality of it. Moreover,
every user is responsible of every use, which includes the use by a third party, until the inactivation.

6.3 Procedure
This chapter explains the procedures for testing and releasing an application in acceptation or production.

6.3.1 Initiation

If you intend to use the eHealth platform service, please contact info@ehealth.fgov.be. The project
department will provide you with the necessary information and mandatory documents.

6.3.2 Development and test procedure

You have to develop a client in order to connect to our WS. Most of the required integration info to integrate is
published on the portal of the eHealth platform.

Upon request, the eHealth platform provides you in some cases, with test cases in order for you to test your
client before releasing it in the acceptance environment.
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6.3.3 Release procedure

When development tests are successful, you can request to access the acceptance environment of the eHealth
platform. From this moment, you start the integration and acceptance tests. The eHealth platform suggests
testing during minimum one month.

After successful acceptance tests, the partner sends his test results and performance results with a sample of
“eHealth request” and “eHealth answer” by email to his point of contact at the eHealth platform.

Then the eHealth platform and the partner agree on a release date. The eHealth platform prepares the
connection to the production environment and provides the partner with the necessary information. During
the release day, the partner provides the eHealth platform with feedback on the test and performance tests.

For further information and instructions, please contact: integration-support@ehealth.fgov.be.

6.3.4 Operational follow-up

Once in production, the partner using the eHealth platform service for one of his applications will always test
first in the acceptance environment before releasing any adaptations of its application in production. In
addition, he will inform the eHealth platform on the progress and test period.

6.4 Test cases

In order to test the service, a test case must be created first by the eHealth development team. The rules
to access the DAta Attribute Service are the same in test as in production.

All test cases have to be configured by the eHealth platform.

Before doing any test, request your test cases from the eHealth platform (info@ehealth.fqov.be).
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7. Test and release procedure

7.1 Procedure

This chapter explains the procedures for testing and releasing an application in acceptation or production.
7.1.1 Initiation

If you intend to use the eHealth service, please contact info@ehealth.fgov.be. The Project department will
provide you with the necessary information and mandatory documents.

7.1.2 Development and test procedure

You have to develop a client in order to connect to our web service. Most of the required integration info to
integrate is published on the portal of the eHealth platform.

In some cases, the eHealth platform provides you with test cases in order for you to test your client before
releasing it in the acceptance environment.

7.13 Release procedure

When development tests are successful, you can request to access the eHealth acceptance environment. From
this moment, you start integration and acceptance tests. The eHealth platform suggests testing during

minimum one month.
After successful acceptance tests, the partner sends his test results and performance results with a sample of
“eHealth request” and “eHealth answer” to the eHealth point of contact by email.

Then the eHealth platform and the partner agree on a release date. The eHealth platform prepares the
connection to the production environment and provides the partner with the necessary information. During
the release day, the partner provides the eHealth platform with feedback on the test and performance tests.

For further information and instructions, please contact: integration-support@ehealth.fgov.be.
714 Operational follow-up

Once in production, the partner using the eHealth service for one of its applications will always test first in the
acceptance environment before releasing any adaptations of its application in production. In addition, he will
inform the eHealth platform on the progress and test period.

7.2 Test cases

In order to test the service, a test case must be created first by the eHealth development team. The rules to
access the DAta Attribute Service are the same in test as in production.

All test cases have to be configured by the eHealth platform.

Before doing any test, request your test cases from the eHealth platform.
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8. Error and failure messages

Error codes originating from the eHealth platform can be found in the Status element of the response. See
section § 5.3.3

These error codes first indicate a problem in the arguments sent, or a technical error.

Error code | Component Description Solution

SOA-03001 | Consumer This is the default error for content related errors | Malformed message
in case no more details are known.

SOA-03002 | Consumer Message does not respect the SOAP standard. Message must be SOAP
SOA-03003 | Consumer Message respects the SOAP standard, but body is | Message must contain
missing. SOAP body
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