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1. Document management

1.1 Document history

Version Date Author Description of changes / remarks

1.0 18/02/2020 eHealth platform Initial version

1.1 07/07/2021 eHealth platform §3.1 Contact

1.1_bis 19/12/2023 eHealth platform Creation of a specific version of the template,

intended for IAM Connect on-boarding of partners
that want to connect to the Flemish vault Vitalink.

1.2_bis 25/3/2024 eHealth platform A mentioning of the M2M document being only
applicable to customers wanting to connect to the
Flemish Vault Vitalink was added in point 2.1.

The sections on UAM rules and use of UMOE were
removed from point 5.1, since not applicable.

2.0 1/9/2024 eHealth platform Complete re-design of the form.

Temporary version being created specifically for
the NOV 2024 FHIR-a-thon (clients connecting to
UHMEP), which will afterwards evolve towards a
definitive generic IAM Connect onboarding form.

2.1 22/10/2024 eHealth platform Adaptation of the form to position it as the new
generic IAM Connect client registration form.
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2. Purpose and procedure

2.1 Introduction

IAM Connect is the standard identity and access management solution provided by the eHealth Platform, to be
used in web applications and RESTful web services.

This document allows you, as an integrator of the IAM Connect service, to have a new IAM Connect client
configured at eHealth, or to have an existing IAM Connect client modified.

2.2 Purpose of this document

The purpose of this document is to provide a form by which you as an integrator of IAM Connect can request a
new client or request the modification of an existing one, as well as to provide clear instructions on how to use
this form.

2.3 Procedure

As an integrator wishing to integrate the IAM Connect service, you are requested to contact the eHealth
platform in advance to enquire about the terms and conditions that apply via the contact page of the eHealth
web-site. Only after that prior contact can you make your request for IAM Connect client registration.

eHealth certificate

An IAM Connect client, if it is of the “confidential” type, is always linked to an eHealth certificate of the
“organization” type. Before starting the on-boarding procedure, it is therefore important to ensure that your
organization has a valid eHealth certificate. If not, you must first apply for it, via the eHealth website.
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3. Required information for IAM client registration

Information (fields with
an * are mandatory)

Explanation and allowed values

Value (to be filled out)

General client information

Request date *

Please state the date on which you
are submitting this request form.

[submission date]

Partner organization *

Please state the full name of the
partner organization that is
requesting the IAM on-boarding.

[your organization name]

Contact person *

Please state the full name, email
address and phone number of the
person that may be contacted by
eHealth for information on the on-
boarding request.

Note that this contact person may
be contacted for questions related
to business- as well as technical
aspects, so the contact person is
expected to coordinate with all
relevant departments within your
organization.

Name:

Email address :

(Feel free to add additional email
addresses or a group mail address in
case more people need to be kept
informed.)

Phone number:

Brief description of the
purpose of your
application and of the
requested client. *

Please describe briefly what the
purpose of your application is.

[description here]

ClientID * The IAM client ID is the unique My organization has an existing IAM
identifier of the IAM Connect client | Connect M2M client, and we want to
configured by eHealth for the | re-usethisexistingclient. The client ID
partner. to re-use s [fill out the client ID here]
In case the partner organization
already has an existing IAM Connect o
M2M client, the partner can choose |:|M.y organization does not have an
(or not) to request for the existing existing IAM Connect M2M client, or it
client to be re-used and adapted. does, but we do not want to re-use that
(In some cases, though this is not existing client. We request a new client
possible, and in that case, eHealth | to be configured.
will have to configurea new client.)

Scopes Scopes are boundaries that are | [scope names here]

defined to technically limit the use
of the IAM client to the
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purpose/application for which it is
requested.

In case your request for an IAM
client is in the context of an
onboarding procedure for a specific
application, check the onboarding
documentation of that application
for guidelines on scopes to be filled
out in this field. If the
documentation mentions no

scopes, leave the field empty.

Credentials eHealth certificate JWKS

Type *

Please specify the type of identifier
on which your eHealth certificate is
based.

[CJeHP (EHP institution)

[ ]EHP-CTRL_ORGANISM (control
organism)

|:|CBE (institution)
I:l CBE-CONSORTIUM (consortium)

[C]CBE-TREAT_CENTER (treatment
center)

I:l NIHII-AMBU_SERVICE (ambulance
service)

[ INIHII-END-CAREER

[ INIHI-GROUP_DOCTORS (group of
doctors)

|:| NIHII-GROUP (group of nurses)
[ INIHII-GUARD_POST (guard post)

[ ]NIHII-HOME_SERVICES (home care
services)

[ NIHI-HOSPITAL (hospital)
|:|NIHII-ICP (integrated project)
[INIHI-LABO (laboratory)

|:| NIHII-LEGAL_PSY (legalpsy)

] NIHII-MEDICAL_HOUSE (medical
house)

[CINIHII-OF_BAND (office bandagist)
[ NIHII-OFFICE_DOCTORS (office
doctor)

[ INIHII-PALLIATIVE_CARE (palliative
care)
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[ ]NIHII-PHARMACY (pharmacy)

I:l NIHII-OTD_PHARMACY (pharmacy
OTD)

[ ]NIHII-PROT_ACC (protect
accommodation)

[ ]NIHII-PSYCH_HOUSE (psychiatrist
house)

|:| NIHII-REEDUCATION (reeducation)
|:| NIHII-RETIREMENT (retirement

home)
[C]NIHII-SORTING_CENTER (sorting
center)
Identifier * Please state the value of your [identifier]
certificate identifier (string value).
Application ID If your eHealth certificate contains | [application ID (if available)]
an application ID, please state it
here.

If not, leave this field empty.

Please carefully double-check the values you filled out above to avoid errors (once your client's configuration is
done, these are more difficult to correct).
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