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1. Document management

1.1 Document history

Version Date Author Description of changes / remarks
1.0 09/09/2021 eHealth platform Initial version
1.1 29/05/2024 eHealth platform Deletion Par 9: Annex A — Security commitment from

the Trusted Platform

This document is available on the portal of the eHealth

platform.
1.2 18/07/2025 eHealth platform Introduction of exchange to SAML 2.0 assertion
1.3 24/03/2026 eHealth platform Update Tracing
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2. Introduction

2.1 Goal of the service

In today’s clouded world, thin clients have become more and more popular at the expense of fat clients.

In addition, all major browsers (most widely used thin clients) have given up support for Java Applets making it
possible to embed full Java applications into a browser.

The Service Oriented Architecture (SOA) of the eHealth platform and its partners has so far been designed
around a few protocols and principles that work rather well from system to system between the eHealth
platform and its partners or with full Java or .net software packages on the desktops of the customers.
However, when using simple thin clients such as a browser, things get more difficult, especially if that thin
client is running on a mobile device.

Our services currently use:

. SOAP Protocol as extra layer above the HTTP Protocol to transport messages between client and server

. WS-Security for authentication, confidentiality and integrity of the messages sent between client and
server

. Trusted certificates, issued by recognized Certificate Authorities (CA) to verify identity tokens (X509,
SAML assertion)

. Triple-wrapped CMS messages to encrypt data end to end from (identified) sender to both known and

unknown receivers.

To facilitate integration with existing eHealth and/or partner services, IAM eXchange can be used.
IAM eXchange issues SAML Holder-of-Key (HOK) session tokens, which assert that a client has a valid eHealth
profile.

The SAML token can be used to authenticate the client to most eHealth or partner services by signing the Body
of SOAP messages with the Private Key that corresponds with the Public Key mentioned in the SAML token
which proves that the client is the legitimate owner of the token.

2.2 Goal of the document

This document is not a development or programming guide for internal applications. Instead, it provides
functional and technical information and allows an organization to integrate and use the eHealth platform
service.

However, in order to interact in a smooth, homogeneous and risk controlled way with a maximum of partners,
these partners must commit to comply with the requirements of specifications, data format and release
processes of the eHealth platform as described in this document.

Technical and business requirements must be met in order to allow the integration and validation of the
eHealth platform service in the client application.

It should be used in complement to the Swagger API, which describes the interface of the service and the
structure of the request and responses.

2.3 eHealth platform document references

On the portal of the eHealth platform, you can find all the referenced documents.!. These versions or any
following versions can be used for the eHealth platform service.

1 https://ehealth.fgov.be/ehealthplatform
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ID Title Version Date Author

1 IAM Connect — Mobile integration 1.8 09/08/2023 eHealth platform

2 SOA — Error guide 1.0 10/06/2021 eHealth platform

3 Request test case template 3.0 22/02/2018 eHealth platform

4 Swagger APl IAM-Exchange N.A. N.A. eHealth platform
2.4 External document references

All documents can be found through the internet. They are available to the public, but not supported by the
eHealth platform.

ID

Title

Source

Date

Author

1

OAuth 2.0 Token Exchange | https://datatracker.ietf.or
g/doc/htmi/rfc8693

01/2020

M.Jones (Microsoft)
A.Nadalin (Microsoft)
B. Campbell (Ping
Identity)

J.Bradley (Yubico)

C. Mortimore (Visa)
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https://www.ehealth.fgov.be/ehealthplatform/file/view/d784e548d661c5d0e7fcb902f086328c?filename=ehealth-requestform-for-testprofiles-acceptance-certificates.xlsx
https://portal.api.ehealth.fgov.be/

3. Support

3.1 Helpdesk eHealth platform

3.1.1 Certificates

In order to access the secured eHealth platform environment you have to obtain an eHealth platform
certificate, used to identify the initiator of the request. In case you do not have one, please consult the chapter
about the eHealth Certificates on the portal of the eHealth platform

. https://www.ehealth.fgov.be/ehealthplatform/ni/ehealth-certificaten

. https://www.ehealth.fgov.be/ehealthplatform/fr/certificats-ehealth

For technical issues regarding eHealth platform certificates

. Acceptance: acceptance-certificates@ehealth.fqov.be

. Production: support@ehealth.fgov.be

3.1.2 Forissues in production

eHealth platform contact centre:
. Phone: 02 788 51 55 (on working days from 8 am till 6 pm)
. Mail: support@ehealth.fgov.be

. Contact Form :

- https://www.ehealth.fgov.be/ehealthplatform/nl/contact (Dutch)
- https://www.ehealth.fgov.be/ehealthplatform/fr/contact (French)

3.1.3 Forissuesin acceptance

Integration-support@ehealth.fgov.be

3.1.4 For business issues

. regarding an existing project: the project manager in charge of the application or service
. regarding a new project or other business issues: info@ehealth.fgov.be
3.2 Status

The website https://status.ehealth.fgov.be is the monitoring and information tool for the ICT functioning of
the eHealth services that are partners of the Belgian eHealth system.
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4. Global overview

In this section, we describe the 2 major ways to use IAM eXchange :

IAM eXchange for Trusted Platforms
IAM eXchange for technical clients

4.1 Process overview for Trusted Platforms

3. Credentials (PIN, ...)

Federal Authentication Service (FAS)

2 [SAML] AuthnRegquest

1. [0IDC] Authn Request

- - . 4. Choose session profile
- S. Consent
4l N | 6. [0IDC] Authorization Code

Connect

End

user 7. [0IDC] Authorization Code

/’——-’ 8. [0IDC] Access Token

6. [0IDC] Authorization Code
10. Choose profile (optional)

9. GET /profiles (optional)

12. SOAP Body—r———

[Signed]

(

SP

—e)-

11. POST /protocol/oauth/tokenExchange

Trusted Platform

@

eHealth 1AM eXchange

The end user uses his browser to contact (at least) one service provider (SP).
The client initiates the login (1) protocol with IAM Connect (Authorization Server).

IAM Connect relies on FAS service (2) for the authentication mechanism. End user is invited to provide his PIN
(3) (or other credentials depending on the authentication method supported).

If the authentication succeeds, IAM Connect will propose a list of profiles? for the end user authenticated (4).

As the client will perform actions in the name of the end user, the latter must give his consent to the client in
order to continue (5).

An AuthorizationCode is then sent from IAM Connect to the Trusted platform (6). With the AuthorizationCode,
the Trusted Platform can obtain an Access Token (7, 8) which can be used to interact with IAM eXchange (9, 10,
11).

The SAML token obtained (11) can then be used by the Trusted Platform to contact the service provider in
secured way (12).

2 supported profiles are managed by the eHealth platform. Depending on the profile selected, the SAML HOK assertion may

contain different attributes.
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4.2 Process overview for technical clients

1. [OIDC] accessToken

eHealth IAM Connect

HTTP Header
~Bearer accessToken

eHealth 1AM eXchange

The client uses client credentials flow to request an accessToken (1) with IAM Connect (Authorization Server).

With this accessToken, the client can request (2) the list of profiles (for the SSIN provided in input) to IAM
eXchange.

Technical clients do not have the possibility to perform any exchange with IAM eXchange. The exchange
functionality is dedicated to trusted platforms.
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5. Step-by-step

5.1 Technical requirements

5.1.1 Tracing

To use this service, the request SHOULD contain the following two http header values (see RFC
https://datatracker.ietf.org/doc/html/rfc7231#section-5.5.3):
1. User-Agent: information identifying the software product and underlying technical stack/platform. It
MUST include the minimal identification information of the software such that the emergency contact
(see below) can uniquely identify the component.

a. Pattern: {minimal software information}/{version} {minimal connector
information}/{connector-package-version}

b. Regular expression for each subset (separated by a space) of the pattern: [[a-zA-Z0-9-
\/1*V/[0-9azA-Z-_.]*

c. Examples:

User-Agent: myProduct/62.310.4 Technical/3.19.0
User-Agent: Topaz-XXXX/123.23.X freeconnector/XXXXX.XXX

2. From: email-address that can be used for emergency contact in case of an operational problem.

Examples:
From: info@mycompany.be

Exception for Browser-Based Clients

Browsers control the User-Agent header natively and may block client-side modification for security reasons.
When operating in a browser-based environment, supplying the custom User-Agent header is not required.
That said, it must be included whenever the environment permits it.

The From header carries no such restriction and must be present in all requests, regardless of environment.

0D
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5.2 Process overview for Trusted platform

ResourceOwner TrustedPlatform IAMConnect IAM eXchange
log in
getAccessToken )|
L4
4 retumAccessToken
Al
alt  JPprofiles used]
get list of profiles N
| L4
4 return list of profiles
bl
| 4 propose profile selection to exchange
Al
select profile to exchange N
P
prepare signed JWT (actor_token) :
request a security token &
P
T Uprofiles notused] | | T "
prepare signed JWT (actor_token) :
request a security token Y
L4
P ViewProfile on AccountEndpoint
Al
Determine profile to eXchange :
RequestSecurityToken (WStrust endpeint) :

P retum security tokens (SAML HOK)
h [

ResourceOwner TrustedPlatform IAMConnect IAM eXchange

5.2.1 eHealth platform authentication

In order to use IAM eXchange service, the Trusted Platform must be able to obtain an accessToken. The
Trusted Platform must use the Authorization Code flow to initiate the login protocol (see IAM Connect — Mobile
integration for more information).

Two roles are available :

- profile : this role must be present in the accessToken in order to retrieve the list of profiles of the
authenticated end user
- token-exchange : this role must be present in the accessToken in order to use token exchange

The Trusted Platform MUST request the client scope iam:exchange:tokenexchange.

If the Trusted Platform wants to use the /profiles operation, the client scope iam:exchange:profile is also
required.

5.2.2  GET /profiles

The operation must be used to retrieve the list of profiles of the authenticated end user.

oF o icar
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The Trusted Platform may use this operation to propose to the end user which profile he/she wants to
exchange with /protocol/oauth/tokenExchange (see section 5.2.3.1).

If this operation is not used by the Trusted Platform, the exchange will only rely on the eHealth profile selected

by the end user in eHealth IDP (see section 5.2.3.2).

In this section, we assume that the TrustedPlatform is already configured and recognised by the eHealth

platform (see section 5.2.1).

5.2.2.1 Request

No specific input.

5.2.2.2 Response

If the operation succeeds, the result may contain a list of profiles (JSON format).

Element Description

firstName
lastName
ssin

children

mandators

organizations

Example without profile found :
{

"firstName": "John",

"lastName": "Doe",

"ssin": "12345678912”
}
Example with mandates and children:
{

"firstName": "John",

"lastName": "Doe",

"ssin": "12345678912",

IAM eXchange - Tech Specs

First name of the authenticated end user
Last name of the authenticated end user
SSIN of the authenticated end user

Child/children of the authenticated end user. Each
child is represented with the following elements

- ssin

- firstName

- lastName

Child/children is/are not listed if the Trusted
Platform is not concerned by this profiles subset.

Mandator(s) of the authenticated end user

The mandate type(s) detected are specified in
serviceNames for each mandator.

Each service name listed corresponds to exactly one
mandate type.

For examples : medicaldatamanagement (Gestion
des données de santé/ Beheer van
gezondheidsgegevens), recipe (Mandat de
prescription/ Voorschriftenvolmacht)

Mandators are not listed if the Trusted Platform is
not concerned by this profiles subset.

Organizations related to the authenticated end user.

Organizations are not listed if the Trusted Platform is
not concerned by this profiles subset.

0D
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"children": [ {
"lastName": "Doe",
"firstName": "Juniorl",
"ssin": "23456789123"

b

{
"lastName": "Doe",
"firstName": "Junior2",
"ssin": "34567891234"

1

"mandators": [ {
"firstName": "Grandfather",
"lastName": "Doe",
"ssin": "01234567891",
"name": "Doe Grandfather",
"serviceNames": ["medicaldatamanagement"]

1

}

5.2.3 POST /protocol/oauth/tokenExchange

The operation must be used to exchange an access token into SAML HOK assertion.

This operation cannot be used by the Trusted Platform without a valid accessToken (obtained after a successful
end user login). This accessToken is not sufficient. The Trusted Platform must also generate a signed JWT (see
section 5.2.3.1).

In this section, we assume that the Trusted Platform is already configured and recognised by the eHealth
platform (see section 5.2.1).

5.2.3.1 JWT token generation

The client application (the Trusted Platform) authenticates itself by signing a JWT (RFC7519) with its private
key. The generated token will be used during exchange operation (it must be set in actor_token parameter —
see section 5.2.3.2.1).

When the certificate used for signing the JWT approaches its expiration date, a request to renew the certificate
must be sent to eHealth Platform via the procedure described here :

NL: eHealth-certificaten | eHealth-platform, formulier “Certificate Management: Renewal of public key”

FR: Certificats eHealth | Platform eHealth, formulaire “Certificate Management: Renewal of public key”

This request must be sent 8 weeks before the expiration for ACCEPTANCE certificate or 2 weeks before for
PRODUCTION certificate.

Example:

Header

{
"alg": "R$256"

}

Payload
{
"iss": "frontendclient",
"exp": 1516906514,
"iat": 1513602283,
"jti": "id123456"
}

Fields in the JWT payload are mandatory:

. iss: ‘Issuer” identifies the principal that issued the JWT. It corresponds to the client id of the Trusted

Platform.
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. exp: “Expiration Time”, identifies the expiration time on or after which the JWT must not be accepted.
° iat: “Issued At”, identifies the time at which the JWT was issued
. jti: “JWT ID”, provides a unique identifier for the JWT.

If the Trusted Platform uses /profiles, the Trusted platform should add a claim (sub) representing the subject in

the payload.

Example with sub claim :

Header
{
"alg": "RS256"
}
Payload
{
"iss": "frontendclient",
"exp": 1516906514,
"iat": 1513602283,
"jti": "id123456",

"sub": "90e9cedc5a771dce969c1388c4508783"

}

The value of this element MUST correspond to one of the sub claim presented in the access token (under claim

may_act).

Example of may_act issued within an access token :

"may_act": [
{
"sub": "90e9cedc5a771dce969c1388c4508783",
"userProfile": {
"children": [
{
"ssin": "23456789123"
}
1
}
b
{
"sub": "cedc5a771dce969c1388c450878390e9",
"userProfile": {
"children": [
{
"ssin": "34567891234"
}

b
{
"sub": "8a0f71a0d8a302166d4baad03954e511",
"userProfile": {
"mandators": [
{
"ssin": "01234567891"

5.2.3.2 Exchange access token

With the obtained access token and with the signed JWT, it is now possible to perform the exchange.

IAM eXchange - Tech Specs
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5.2.3.2.1 Request
In the Form Data, add the following parameters :

. grant_type : fixed value "urn:ietf:params:oauth:grant-type:token-exchange" indicates that a token
exchange is being performed
. requested_token_type :

o “urn:ietf:params:oauth:token-type:saml1” for SAML 1.1 assertion
o “urn:ietf:params:oauth:token-type:saml2” for SAML 2.0 assertion

. actor_token : security token that represents the identity of the acting party. It corresponds to the JWT
generated by the Trusted Platform (see section 5.2.3.1).

. actor_token_type : fixed value “urn:ietf:params:oauth:token-type:jwt”

. subject_token : security token that represents the identity of the party on behalf of whom the request is

being made. Typically, the subject of this token will be the subject of the security token issued in
response to this request.

. subject_token_type : fixed value “urn:ietf:params:oauth:token-type:access_token”
. audience must be empty

. scope must be empty

. resource must be empty

Example:

POST https://api.ehealth.fgov.be/iam/v2/protocol/oauth/tokenExchange HTTP/1.1
Host: as.example.com

Content-Type: application/x-www-form-urlencoded

grant_type=urn%3Aietf%3Aparams%3Aoauth%3Agrant-type%3Atoken-exchange
&requested_token= urn%3Aietf%3Aparams%3Aoauth%3Atoken-type%3Asaml|l
&actor_token= <signed token>
&actor_token_type= urn%3Aietf%3Aparams%3Aoauth%3Atoken-type%3Ajwt
&subject_token=<acces token>
&subject_token_type=urn%3Aietf%3Aparams%3Aoauth%3Atoken-type%3Aaccess_token
5.2.3.2.2 Response
If the operation succeeds, the result may contain an access_token (in JSON format).

Example :

{

"access_token":
"PD94bWwgdmVyc2lvbjoiMS4wliBIbmNvZGluZz0iVVRGLTgiPz4NCjxBc3NIcnRpb24geG1lsbnM9InVybjpvYXNpczpuYW 1lczp0YzpTQU1MOjEu
MDphc3NIcnRpb24ilEFzc2VydGIvbklEPSIfZGU2ZGVKMTZINGQzODQ3ZTk4MjM5NDY3MWFkZWY5MmlilElzc3VISW5zdGFudDOiMjAyMSOwO
SOWNIQxMz0zOToONi44MzlaliBJc3N1ZXI9InVybjpiZTpmZ2920mVoZWFsdGg6c3RzOjFfMCIgTWFqb3JWZXJzaW9uPSIxIiBNaW5vclZlcnNpb24
9IjEiPgOKCTxDb25kaXRpb25zIESVAEJIZm9yZT0iMjAyMSOwOSOwWNIQxMzozNDoONi42NzlaliBOb3RPbk9yQWZ0ZXI91jlwMjEtMDktMDdUMDE
6Mzk6NDYuUNjc5WilvPgOKCTxBAXRoZW50aWNhdGIvbINOYXRIbWVudCBBdXRoZW50aWNhdGlvbkluc3RhbnQ9ljlwMjEtMDktMDZUMTM6EM
zk6NDYuODM1WilgQXV0aGVudGljYXRpb25NZXRob2Q9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOJEuMDphbTpYNTASLVBLSSI+DQoJCTXTdW
JgZWNOPgOKCQkJPEShbWVIZGVudGImaWVylEZvem1hdDO0idXJuOm9hc2lzOm5hbWVzOnRjOINBTUW6EMS4xOm5hbWVpZC11bnNwZWNpZ
mlIZCIgTMFtZVF1YWxpZmlicjOidXJuOmJIOmZnb3Y6ZWhIYWx0aDppYWO06ZXhjaGFuZ2UiPjEyMzQ1Njc40TEyPCIOYW1ISWRIbnRpZmlicjaNC
gkJCTXTdWJgZWNOQ29uZmlybWF0aW9uPgOKCQkICTxDb25maXJtYXRpb25NZXRob2Q+dXJuOm9hc2lzOm5hbWVzOnRjOINBTUW6EMS4wOm
NtOmhvbGRIcilvZilrZXk8LONvbmZpcm1hdGlvbk1ldGhvZD4NCgk)CQk8ZHMES2V5SW5mbyB4bWxuczpkczOiaHROcDovL3d3dy53My5vemev
MjAWMC8wOS94bWxkc2Inlyl+DQoJCQkICTxkczpYNTASRGFOYT4NCgkJCQkICTxkczpYNTA5Q2VydGImaWNhdGU+TUIJRNZgQONBNmMFnQXd)
QkFnSUIPNmM1sT1E3dUcvQXdEUVIKS29aSWh2Y05BUUVMAQIFBdA2NgRUXNQWtHQTFVRUJoTUNRal1V4RVRBUApCZOSWQkFVTUNGCEZWRVZ
USUZOQk1Rd3dDZ1IEVIFRRKV3TXdNREVAUWPCQUINTIZCQUINT1ZwbGRHVNpRMjl1Wm1salpXNXpJRkI5SCmFYWmhkR1VnVkhKMWMzUW
dVRXRKSUMwZ1pVaGxZV3gwYUNCcGMzTjFhVzVuSUVOQKIEQXdNVEFIRncweU1EQTBNRFI3STmpFMk5UQmMEKRNcweU16QTBNRGN3TmpFM
k5UQMFNSUd6TVFzdONRWURWUVFHRXdKQ1JURWINQMtHQTFVRUNNd1INSbVZrWIhKaGJDQkhiM1psY201dApaVzUwTVE4dORRWURWUV
FMREFaRVJWWIBVRk14RnpBVkInTIZCOXNNRGtOQ1JUMHAPREE1TXprMESESTNNUmMt3RNdZRFZRUUXEQKJGCINFVKJURIJTFZCTVFWUkdU
MUpOTVNFdOh3WURWUVFMREJobFNHVmMhiSFJVTFhCc1lYUm1iMOpOSUVKbGJHZHBkVzB4SHpBZEJNTIYKQKFNTUZrTkNSVDB3TORBNU16az
BOREkzTENCRVIWWIBVRk13Z2dFaU1BMEdDU3FHUOIIMORRRUJBUVVBQTRIQkR3QXdnZOVLQW9JQgpBUUNseC95Sk10MzY4SkFkcitYSG15N
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zZNGeEU1Y1R1amlQbW9GZ1ITaUpwWHFHbVF2allneDVXMzJSVmhOVHVDdkM5R1dabGNKNWIICnNXTDV2SFZuL2VzTytwcHQyZnIxNFpvR2F
0dnFPaUdsSIpvQitYZWorSWd1cXBTNjZMbkdya21TUzZNNkdjeS85bEVBSNnFKUFRWU20KUIRSRTRBajNxVXY4dEh6SWdweVZGWUNRL3NSSEIV
eEpyS2IMcjhoM3NjdDdIdXdzNnRoaGNRZ2QzVmIKTGtFQ3pRUG1RMDInbEdLbgplbzFFNmV5K1pvYnJOTkIKUFhobzIVelNZQOpPbIArTDhFalZ
SSUowbFAZUFNMWnZRKzFPTXF3NjR1cWJkZzh3a241SW1UNFQ5bjFWCKkRKNWNHbHBmMZ20yMS96SE5VSHIROUx1b0MxeWpmNzNydVM3ei
sOM2pBZ01CQUFHamdnRVVNSUICRURCRUJINZ3JCZOVGQIFjQkFRUTQKTURZd05BWUILd1ICQIFVSE1BROALR2gwZEhBNkx50XZZMO53TFdWb
0xYQjBjR3RWTG10dmJtWnBaR1Z1Y3k1NIpYUmxjeTVqYjlwdwplUVIEVIIWTOJCWUVGSjkvRIItMEFjSGc5V3ExeVU4WkpzMHZ4UDdWTUF3ROE
XVWRFdAOVCL3dRQO1BQXdId1IEVIIwakiCZ3dGbOFVCkszR3ZWalBSM1RQbkISMUxJUkdzbTdjSOR4a3dTd1IEVIIWZkJFUXdRakiBb0Q2Z1BJWTZh
SFIwYORvdkwyTnliQzFsYUMxd2RIQnIKYVM1amlyNW1hV1JsYm5NdWVtVjBaWE11WTISdEwxcERSVWhRVKZCTFNVTKINREFATG10eWJEQU9
CZO5WSFE4QkFmOEVCQU1DQmMVBdwplUVIEVIIWbEJICWXdGQVIIS3dZQkJRVUhBAOIHQONZROFRVUZCAO1FTUEWRONTcUdTSWIZRFFFQkN3V
UFBNEIDQVFCVzNpMG1vQzEvClkwbDhjcXhmZThKcW1jbi8ORMZnWIBwUKNhNIp4aG9IL2IxTVI1YIISR3BubUhXV1FDRDVKZEhsWXNyRWkxM
kcydE9scWINQOR4AYWEKVjNwUzdLNONmMK1h6MWx3ZEpKU253dnE3VGZsRkgyRIJSTTIrcnYOVXNQYIEVOEErMmFBOWhAsZDFVM3hBNUpLWTI
cDhDOEx2VFBUQgpRalY5QndMTUNgMHVjTnRISXpkUmh4THMweDhCZHN1c1JgNFhMdUgwdUY4MX02VXh3QzBIZ2YzcEZFbjlJU3FKZm5Pal
NseGJpeXJ4CIdSRWgrRVFnQ3ZsNmovSzVvMEEOTWIkVEhzNHpaQ1BPR3FuazNibjg1VUEVNmMEVVUpkcEIrYlexVTV4Q1pVWEVaRjFGNjZBZ2RH
QkMKbGdHdOJMSHIMMVdIbkZ5QUI4RE9aLzRxbDBRTXJaMW9iQm 1rbG95d294ZjljbFJiNVVvZ2dEYVo0ay9acUZocExIUUIwTkRyaytTRgpDUGR
QVXImMWnZleXdQR2ZoRGE4NGRIbTFIMk5KQ2d1SONxbi95QjZ0YUFHKzJJUjNINStoL1VRWDI5T20wNECOSORaUUZWYmsOWNR1CnJFZnNLSTV
aYOpOYk95SFFFUitYeitwVIdgQURORME3RDZIcIFoNXYraE5Gc1V4UCIpSDIEWmMI90cXImbXcrTVZOMHIFVHIAWKS5wSkKIKOFIpd1kwendPUKFTF
F3NmdmUNRHcHBDZVE3Ui9ONRWpyT2k2RFFKZGR5TFdIbVNVZWRATW4xek1kL1VZROU3NC90TmNIL2F)cjVGSApFSkd4dWNyWEpgbOpKRkM
0Y2cvQ1pldVIOWKhHRGxsK2QO0KzRyYnVrOHgzUGpJU1FWanNhMWdyTFBINGxJdAWNDWUESPTwWvZHMEWDUwOUNIcnRpZmljYXRIPgOKCQk
JCQk8L2RzOIg1MDIEYXRhPgOKCQkJCTWVZHM6S2V5SW5mbz4NCgkICTwvU3ViamVjdENvbmZpcm1hdGlvbj4NCgk)PCITdWIqZWNOPgOKCTw
vQXV0aGVudGljYXRpb25TdGFOZW1lbnQ+DQoJPEFOdHIpYnVOZVNOYXRIbWVudD4ANCgkIPFN1YmplY3Q+DQoJCQk8TmFtZUIkZW50aWZpZXI
gRmM9ybWFOPSJ1cm46b2FzaXM6bmFtZXM6dGM6EUOFNTDoxXLjE6bmFtZWIKLXVuc3BIY2lmawVkliBOYW1IUXVhbGImaWVyPSI1cm46YmU6Z
mdvdjplaGVhbHRoOmIhbTpleGNoYW5nZSI+MTIzNDU2Nzg5MTI8LO5hbWVIZGVudGImaWVyPgOKCQk8L1IN1YmplY3Q+DQoJCTxBdHRyaWJ1
dGUgQXROcmIidXRITmFtZT0idXJuOmJIOMZnb3Y6cGVyc29uOnNzaW4ilEFOdHIpYnVOZUShbWVzcGFjZT0idXJuOmJIOmZnb3Y6aWRIbnRpZmlj
YXRpb24tbmFtZXNwYWNIIj4NCgkJCTxBdHRyaWJ1dGVWYWx1ZT4xMjMONTY30DkxMjwvQXROcmlidXRIVmFsdWU+DQoJCTwvQXROcmlidXR
IPgOKCQk8QXROcmIidXRIIEFOdHIpYnVOZUS5hbWUI9INVybjpiZTpmZ2920mVoZWFsdGgbMS4wOmNIcnRpZmljYXRIaG9sZGVyOnBlcnNvbjpzc2|
uliBBAHRyaWJ1dGVOYW1Ic3BhY2U9InVybjpiZTpmZ2920mIkZW50aWZpY2F0aW9uLW5hbWVzcGFjZSI+DQoJCQk8QXROcmIidXRIVmMFsdWU
+MTIzNDU2Nzg5MTI8LOFOdHIpYnVOZVZhbHVIPgOKCQk8LOFOdHIpYNnVOZTANCgkIPEFOdHIpYnVOZSBBdHRYaWJ1dGVOYW1IPSJ1cm46YmU6
ZmdvdjplaGVhbHRoOjEuMDphdXRoZW50aWNhdGlvbilhdXRob3JpdHkilEFOdHJpYnVOZUS5hbWVzcGFjZTOidXJuOmJIOmZnb3Y6Y2VydGima
WVKLWS5hbWVzcGFjZTplaGVhbHRolj4NCgk)CTxBdHRyaWJ1dGVWYWx1ZT50dHRwczovL2lkcC5pYW1mYXMuaW50LmJlbGdpdWOuYmUvZm
FzPC9BdHRyaWJ1dGVWYWx1ZT4NCgkJPCIBAHRyaWJ1dGU+DQoJCTxBdHRyaWJ1dGUgQXROcmIidXRITMFtZTOidXJuOmJIOmZnb3Y6ZWhIY
Wx0aDoxLjA6YXV0aGVudGljYXRpb24tbWV0aG9kliBBAHRyaWJ1dGVOYW1lc3BhY2U9InVybjpiZTpmZ2920mNIcnRpZmllZC1luYW1lc3BhY2U6
ZWhlYWx0aCl+DQoJCQk8QXROcmlidXRIVmFsdWU+ZWIkPCI9BdHRyaWJ1dGVWYWx1ZT4NCgk/PCIBdHRyaWJ1dGU+DQoJCTxBdHRyaWJ1dG
UgQXROcmlidXRITmFtZT0idXJuOmJIOMZnb3Y6ZWhIYWx0aDoxLjA6YXV0aGVudGljYXRpb24tbGV2ZWwilEFOdHIpYnVOZUS5hbWVzcGFjZTOidX
JuOMJIOMZnb3Y6Y2VydGImaWVkLW5hbWVzcGFjZTplaGVhbHRolj4NCgkJCTxBdHRyaWJ1dGVWYWx1ZT40MDwvQXROcmlidXRIVmFsdWU+
DQoJCTwvQXROcmlidXRIPgOKCQk8QXROcmIidXRIIEFOdHIpYnVOZUS5hbWUSINVybjpiZTpmZ2920mVoZWFsdGgeMS4wOmF1dGhlbnRpY2FOa
W9uLWNvbnRIeHQIIEFOdHIpYnV0ZU5hbWVzcGFjZT0idXJuOmJIOmZnb3Y6Y2VydGImaWVkLWS5hbWVzcGFjZTplaGVhbHRolj4NCgkJCTxBdHR
yaWJ1dGVWYWx1ZT51cm46YmU6ZmVkaWNOOmIhbTpmYXM6EY210aXplbjpMZXZIbDUwMDwvQXROcmlidXRIVmFsdWU+DQoJCTwvQXROc
mlidXRIPgOKCQk8QXROcmIidXRIIEFOdHJpYnVOZUShbWUSINVybjpiZTpmZ2920mVoZWFsdGg6MS4wOmNIcnRpZmljYXRIaG9sZGVyOnBlcnNv
bjpzc2luOnVzZXJzZXNzaW9uOmJvb2xIYW4IIEFOdHIpYnVOZU5hbWVzcGFjZTOidXJuOmJIOmZnb3Y6Y2VydGImaWVkLW5hbWVzcGFjZTplaGV
hbHRolj4NCgkJCTxBdHRyaWJ1dGVWYWx1ZT50cnVIPCIBdHRyaWJ1dGVWYWx1ZT4NCgkJPCO9BdHRyaWJ1dGU+DQoJCTxBdHRyaWJ1dGUgQ
XROcmlidXRITMFtZTOidXJuOmJIOMZnb3Y6cGVyc29uOnNzaW46ZG9jdG9yOmIvb2xIYW4IlEFOdHIpYnVOZUS5hbWVzcGFjZTOidXJuOmJIOmZnb
3Y6Y2VydGImaWVkLW5hbWVzcGFjZTplaGVhbHRolj4NCgk)CTxBdHRyaWJ1dGVWYWx1ZT50cnVIPCI9BdHRyaWJ1dGVWYWx1ZT4NCgkJPCIB
dHRyaWJ1dGU+DQoJCTxBdHRyaWJ1dGUgQXROcmIidXRITmFtZTOidXJuOmJIOMZnb3Y6cGVyc29uOnNzaW46ZWhlYWx0aDoxLjA6ZG9jd Gy
Om5paGIpMTEIIEFOdHJpYnVOZUS5hbWVzcGFjZTOidXJuOmJIOMZnb3Y6Y2VydGImaWVkLW5hbWVzcGFjZTplaGVhbHRolj4NCgkJCTxBdHRyaW
J1dGVWYWx1ZT4xNzY5NDQ4AMTAWNDwvQXROcmlidXRIVMFsdWU+DQoJCTwvQXROcmlidXRIPgOKCQk8QXROcmIidXRIIEFOdH)pYnVOZUShb
WU9InVybjpiZTpmZ2920nBlcnNvbjpzc2luOmVoZWFsdGgbMS4wOmZwc3BoOmRvY3Rvcjpib29sZWFuliBBdHRyaWJ1dGVOYW1lc3BhY2U9In
VybjpiZTpmZ2920mNIcnRpZmlIZC1uYW1lc3BhY2U6ZWhIYWx0aCl+DQoJCQk8QXROcmIidXRIVMFsdWU+dHJ1ZTwvQXROcmlidXRIVmFsdWU
+DQoJCTwvQXROcmlidXRIPgOKCQk8QXROcmIidXRIIEFOdHIpYnVOZUS5hbWUSINVybjpiZTpmZ2920nBlcnNvbjpzc2luOmVoZWFsdGg6MS4wO
m5paGlpOmRvY3RvcjpnZW5IcmFsaXNOOmMJvb2xIYW4AIIEFOdH)pYnVOZUS5hbWVzcGFjZTOidXJuOmJIOmMZnb3Y6Y2VydGlmaWVkLW5hbWVzc
GFjZTplaGVhbHRolj4NCgkJCTxBdHRyaWJ1dGVWYWx1ZT50cnVIPCI9BdHRyaWJ1dGVWYWx1ZT4NCgk/PCI9BdHRyaWJ1dGU+DQoJCTxBdHRya
WJ1dGUgQXROcmIidXRITMFtZTOidXJuOmJIOMZnb3Y6cGVyc29uOnNzaW46ZWhIYWx0aDoxLjA6bmloaWk6ZG9jdG9yOm5paGlpMTEIIEFOdH
JpYnVOZUS5hbWVzcGFjZTOidXJuOmJIOmMZnb3Y6Y2VydGImaWVkLW5hbWVzcGFjZTplaGVhbHRolj4NCgk)CTXBdHRyaWJ1dGVWYWx1ZT4xNzY
SNDQAMTAWNDwWvVQXROcmIidXRIVmFsdWU+DQoJCTwvQXROcmlidXRIPgOKCQk8QXROcmIidXRIIEFOdHIpYnVOZUS5hbWU9InVybjpiZTpmZz292
OnBlcnNvbjpzc2luOMVoZWFsdGgbMS4wOnByb2ZIc3Npb25hbDpkb2NOb316YmM9vbGVhbilgQXROcmIidXRITMFtZXNwYWNIPSJ1cm46YmU6Z
mdvdjpjZXJ0aWZpZWQtbmFtZXNwYWNIOmVoZWFsdGgiPgOKCQkJPEFOdHIpYnVOZVZhbHVIPNnRydWUB8LOFOdHIpYnV0ZVZhbHVIPgOKCQk8L
OFOdHJpYnVOZT4NCgk8LOFOdHIpYnVOZVNOYXRIbWVudD4NCgk8ZHM6U2InbmFOdXJIIHhtbG520mRzPSJodHRwOi8vd3d3LnczLm9yZy8yMD
AwLzA5L3htbGRzaW(cjlj4NCgkJPGRzOINpZ25IZEIuZm8+DQoJCQk8ZHMEQ2Fub25pY2FsaXphdGlvbk1ldGhvZCBBbGdvemI0aG09ImhOdHAGLY
93d3cudzMub3JnLzlwMDEVMTAveG1sLWV4Yy1jMTRulylvPgOKCQkJPGRzOINpZ25hdHVyZU1ldGhvZCBBbGdveml0aGO9ImhOdHA6Ly93d3cu
dzMub3JnLzIwMDAvVMDkveG1sZHNpZyNyc2Etc2hhMSIvPgOKCQkIPGRzONIZmVyZW5jZSBVUkKKIIINfZGU2ZGVKMTZINGQzODQ3ZTk4MjM5N
DY3MWFkZWY5MmIiPgOKCQkJCTxkczpUcmFuc2Zvem1zPgOKCQkICQk8ZHM6EVHIhbnNmb3JtIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vem
cvMjAwWMC8wWOS94bWxkc2Inl2VudmVsb3BIZC1zaWduYXR1cmUiLz4NCgkJCQkJPGRzOIRyYW5zZm9ybSBBbGdvemI0aGO9ImhOdHA6LY93d3c
udzMub3InLzZlIwMDEVMTAveG1sLWV4Yy1jMTRulylvPgOKCQkICTwvZHM6EVHIhbnNmb3Jtcz4NCgk)CQk8ZHM6RGINZXNOTWV0aGIkIEFsZ29y
aXRobT0OiaHROcDovL3d3dy53My5vemcvMjAwMC8wOS94bWxkc2InI3NoYTEiLz4NCgk/CQk8ZHMBERGINZXNOVmMFsdWU+MTIzZNEZha2VWYWx
1ZTwvZHM6RGINZXNOVmFsdWU+DQoJCQk8L2RzONIZmVyZWS5jZTANCgkIPCOkczpTaWduZWRIbmZvPgOKCQk8ZHMEU2InbmFOdXIIVMFsdW
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U+MTIzNEZha2VWYWx1ZTwvZHM6U2InbmFOdXJIVmFsdWU+DQoJCTxkczpLZXlJbmZvPg0OKCQkJPGRzOIg1MDIEYXRhPgOKCQkJCTxkczpYNTA
5Q2VydGImaWNhdGU+TUIJROV6QONBL3VNQXdJQkFnSVVMT3k3amxtMGd6S1Y3NFduTnVFUmMZ3aG9ldU13RFFZSktvWklodmNOQVFFTEJRQ
XdWakVMTUFrRwpBMVVFQMhNQ1FrMHhHVEFYQmdOVkJBbO1FRkYxYjFaaFpHbHpJRXhwYIdsMFpXUXhMREFxQmdOVkIBTU1JMUYxYjFaa

FpHbHpJRIJSCMRYTjBJRUZIWTJodmNpQkpjMO04xYVclbkIFTKJJRWNSTUIOWERURTVNREI4TXpBMOSERXdOMWIYRFRJeU1ESXhNekEzTIRFAO
1Gb3cKZ2JNeEN6QUpPCZO5WQKFZVEFrSkZNUNN3R1FZRFZRUUtEQkpHWIdSbGNtRNNJRWR2ZG1WeWItMWxiblFARHpBTkInTIZCQXNNQmts
QgpUVWxPVKRFWE1CVUdBMVVFQ3d3T1EwSkZQVEEOTURrek9UUTBNamN4R1RBWEINTIZCOXNNRUVWSVIVRkKIWRWdOVUV4QIZFWIBVaz
B4CkIUQWZCZ05WQkFzTUdHVklaV0ZzZEdndGNHeGhkR1p2Y20wZ1FtVnNaMmwxYIRFZk1CMEdBMVVFQXd3V1EwSkZQVEEOTURrekQUUTA
KTWpjcOIFbEJUVWXPVKRDQOFTSXdEUVIKS29aSWh2Y05BUUVCQIFBRGANRVBBRENDQVFvQ2dnRUJBSORVb3FFQ1dzWUtKbOFOdOF4RAp1RV
hQQSINZGdYSHNmUDVUREdUQUR1IMEhXUnRNa3dGZERINmMVXSnV5REdRLzhRUFVZSy9yWG1LNzFyOTBWWWEyZXdURWE4VUQONzRqCn

h3KzNGRGdhMWpnTndFbmo0d3BscmJTMmNxengyUjJQbTdNNOppVDNhOTZXZjQ3SGI1R1B6dzNTM20xdORMNFk4cmdPUEwWrNWQ3dVgKY
2k1SIAxeWhzcVkwd0dzbUxQTGJTanJVbEXOUEhRNHFUZE9OL2IEUXovbklONWJvc2NsKzc4MWpmdIQwMG41TOZEbVUIWTRIY1JaNApKVTArU
WN3ZWtXeXIVMzZBZ0ZSRStOU112WHZ2b016YndITOVOOTVOWThZWGIVWUVrTTIIaW1wZDNmSVVYMEVCMktDWHIwU2VgQTR2CmJOUTQ
2Y2N1VXBhNFIsVnNCb01DQXdFQUFhTONBWGt3Z22dGMU1COEdBMVVKSXdRWU1CYUFGS2pChTIVvbUNNQWNrQmZ0eXdOTOF5VGoKeUVO

Uk1IUUdDQ3NHQVFVRKJ3RUJCR2d3WmpBNEJINZ3JCZOVGQIFjdOFVWXNhSFIwYORvdkwzUnlkWE4wWTG5GMWIzZWmhaR2x6Wjl4dgpZbUZzTG
10dmJTOXhkblJoWTIGbk1pNWpjblF352dZSUt3WUJCUVVITUFHROhtaDBKSEE2THk5dIkzTndMbkYxYjNaaFpHbHpaMnh2CIIitRnNMbUS52YIRC

UkInTIZIUOFFU2pCSU1FWUdEQ3NHQVFRQNZsZOFCQUIBQVRBMk1EUUdDQ3NHQVFVRkI3SUIJGaWhvZEhSd09pOHYKZDNKkMOxuRjFiM1poW
kdseloyeHZZbUZzTG10dmJTOXIaWEJ2YzJsMGIzSjVNQjBHQTFVZEpRUVdNQIFHQONzROFRVUZCd01DQmdncgpCZOVGQIFjREJEQTACZO5WSFI
4RUSEQXINRENNTHFBc2hpcG9OkSFI3T2k4dlkzSnNMbkYxYjNaaFpHbHpaMnh2WW1GcOxtTnZiUzl4CmRuUmhZMkZuTWk1lamNtd3dIUVIEVIIw
TOJCWUVGTEpOdUpOTUFOCc1IGeTIYMFV5ZTZtMzRPYzJUTUEOROEXVWREdOVCL3dRRUF3SUYKNERBTkJna3Foa2lHOXcwQkFRcOZBQUIDQW

dFQVAvbUg2TzBIOE1hKzJPSloxNk1laMUQwbOpnYkRCRVIsQ3JOUHEVSXA4WTcxVGxlegpnZFdHaXNZbytLcFdPYIZCUGxvV2krc1pOL3h5bHRjUO
JwRVd5QVhmemIIMFBJWDJVGISGF4L2FtYIpXTDZVdStPMGd6bjdwNWdzCjhleEdOOEhITXB6LO8YVTdYckU2ZUkxVS8yUjJVclhYeE1vZEJCR1R
YUTBISE5NQ3E3ek5Qc1h3TnBoQzhYbOF6VWdqcHdzZk1QT2gKNDRNQTJzNHIkRzFSajB3NFVVK2VKVOIncFMzZkEvZEcvK2R6MUZkemhLclZoa

zZFYTmdXTVd1LzlpdEIrZ21DQUJETONoUNnJHcTFhWQplbkUOROQOSjd1M1hCSOOWMmMF5SmI5aTNgVm1aOVNDNFUvemtnazF3aHR6eExUcnJT

T3MrVmZsblIXNFVDSnJqcVB20TVtd3NjTIMyCkNCZmlyZ29UMTh3VFdmeW5jNStuaHMxTlkva2paMWhgNWFYTWRrUXh1Y0pVaG1CZGdGbO
02UDhzc1h1cmQ1dkU4KOImNkU4QVNjdTUKVVItT2NzZTIMcW5PVES50dk4vaU4rTnBnSmZYcGIVeEt3TERkbOJpWTZObmpoeHVgTGV5azBDaV
prUVVVSXdHKzdKOWhVNWpJUE1lcgo1WTMrecmZQQm1tc3p4Uzl4amxmQOIjZGpkR2YxL1BhelFUaTUxbjJDNCIBcWtzZzh6bFJRTDRTZnVEdOJ
XNHZzLzRybnJaYVhiLOdqCnV6aWU2eDJvVXISY1BHam5id3VUdWdCQnp3UW10YTg3d2ZwdDhTQzNJTIpkNHB3NVcycWNUTFEyYKkN2ZDJWcE
NQclRUSGXTU1hjMEYKYXNVYXdkWWJMRSsxOUhvZDBicjA4NDVKVIpjPTwvZHM6WDUwOUNIcnRpZmljYXRIPgOKCQkJPCIkczpYNTASRGFOYT
4ANCgkJPCOkczpLZX1JbmZvPgOKCTwvZHM6U2InbmFOdXJIPgOKPCIBCc3NIcnRpb24+",

"refresh_token": null,

"issued_token_type": "urn:ietf:params:oauth:token-type:saml1",
"scope”: ",
"token_type": "N_A",

"expires_in": 43500
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5.3 End user workflow

The end user needs to perform some actions in order to allow the client getting a SAML HOK token:

1. Authentication
The end user must select one of the authentication methods proposed.

[Mcsam Aanmelden bij de online overheid

Kies uw digitale sleutel om aan te melden Hulp nodig?

Digitale sleutel(s) met elD of digitale identiteit

AANMELDEN ] AANMELDEN
7 met elD kaartlezer b % via itsme

Je itsme-account aanmaken

Digitale sleutel(s) met beveiligingscode en gebruikersnaam + wachtwoord

AANMELDEN

@ met beveiligingscode via
mobiele app

Belangrijk om te weten!

Eens u aangemeld bent met een digitale sleutel, hebt u via CSAM automatisch toegang tot andere onlinediensten van de overheid die met
dezelfde sleutel beveiligd zijn. Dit geldt zolang uw browservenster actief is.

IAM eXchange - Tech Specs v.1.3-24/03/2026 18/27



2. Profile selection
The end user has to select one of the available profiles in the dropdown list.

@ Fri Rao ~ Mederlands v

Aanmelden voor Domein
Gezondheidszorg

Kies uw profiel:

Ik wil me aanmelden als:

Profiel bevestigen <
s> Hulp nodig @

If the end user has no supported profile for the token eXchange, he will not be able to select any
profile and the IDP will warn this end user.

0D
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3. Consent

The end user will have to give his/her consent

IAM eXchange - default test client
heeft toegang nodig tot de volgende
gegevens bij het domein van de
gezondheidszorg

Hiermee kan deze toepassing het volgende doen:

Uw rijksregisternummer raadplegen

Uw profiel raadplegen (professional in de gezondheidszorg, patiént,
ouder van een kind, volmachthouder voor een andere patiént, ...}

Uw profiel bekijken als patiént of beroepsbeoefenaar in de
gezondheidszorg of als volmachthouder of als ouder

Digitale sleutels aanmaken voor één profiel gekozen door de
gebruiker waarmee gegevens kunnen worden opgehaald bij -of
verzonden naar diensten van het eHealth platform

Digitale sleutels aanmaken voor een lijst van profielen van een

geauthentiseerde gebruiker waarmee gegevens kunnen waorden
opgehaald bij -of verzonden naar diensten van het eHealth platform

Weigeren Toestaan

~ Hulp nodig @

Zaorg ervoor dat u IAM eXchange - default test client vertrouwt.

U deelt mogelijk gevoelige gegevens met deze toepassing. U kan de
toegang altijd bekijken of verwijderen in uw account [#.

Meer info @ Klik hier [

The end user can revoke his/her consent by using the account clients.

4, Choose another profile

If the Trusted Platform uses /profiles, the end user may select within the application (Trusted Platform)
some other profiles for the eXchange.
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5.4 Process overview for technical clients

5.4.1 eHealth platform authentication
In order to use IAM eXchange service, the technical clients must be able to obtain an accessToken. The client

must use the client credentials flow (see IAM Connect — Mobile integration for more information).

One role is available :

- profile-specific : this role must be present in the accessToken in order to retrieve the list of
profiles for one individual person (identified by a SSIN)

The client MUST request the client scope iam:exchange:profilespecific during his onboarding.
5.4.2 GET /profiles/{ssin}

The operation must be used to retrieve the list of profiles for any individual identified by a SSIN.

In this section, we assume that the client is already configured and recognised by the eHealth platform (see
section 5.4.1).

5.4.2.1 Request

Only one input must be provided : SSIN

Element Description

ssin SSIN of the individual person
Example (for ssin 12345678912):
GET https://api.ehealth.fgov.be/iam/v2/profiles/12345678912

5.4.2.2 Response

If the operation succeeds, the result may contain a list of profiles (JSON format).

Element Description

ssin SSIN of the authenticated end user

children Child/children of the authenticated end user. Each
child is represented with the following elements
- SSIN
- firstName
- lastName

Child/children is not listed if the Trusted Platform is
not concerned by this profiles subset.

mandators Mandator(s) of the authenticated end user

The mandate type(s) detected are specified in
serviceNames for each mandator.

Each service name listed corresponds to exactly one
mandate type.

For examples : medicaldatamanagement (Gestion
des données de santé/ Beheer van
gezondheidsgegevens), recipe (Mandat de
prescription/ Voorschriftenvolmacht)

Mandators are not listed if the Trusted Platform is
not concerned by this profiles subset.

organizations Organizations related to the authenticated end user.

0D
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Example without profile found :
{
"ssin": "12345678912”
}
Example with mandates and children:
{

"ssin": "12345678912",

"children": [ {

"lastName": "Doe",
"firstName": "Juniorl",
"ssin": "23456789123"

2

{

"lastName": "Doe",
"firstName": "Junior2",
"ssin": "34567891234"

1,

"mandators": [ {
"firstName": "Grandfather",
"lastName": "Doe",

"ssin": "01234567891",
"name": "Doe Grandfather",

"serviceNames": ["medicaldatamanagement"]

1l

5.5 Reference implementation

5.5.1 General description

Organizations are not listed if the Trusted Platform is

not concerned by this profiles subset.

The actual solution is based on RFC 8693 ‘OAuth 2.0 Token Exchange’
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6. Risks and securit

6.1 Risks & safety

6.1.1 End user consent

End user must give his consent to the client (the Trusted Platform) prior this client can use the end user
credentials. The consent mechanism is present by default. No client will be able to act as the end user if the
latter has not provided his consent once.

The end user can revoke his/her consent at any time.

If the user removes his consent for one client, this client cannot request a new access token and cannot
exchange the token. But the client can still use a valid SAML token previously obtained.

6.1.2 Token validity period

When the end user gives his consent, the client (the trusted platform) can request a SAML HOK token during a
given period.
The SAML HOK obtained has a limited validity period defined to 12 hours.

A more comprehensive set of security requirements is given in “IAM eXchange Annex A — Security commitment
from the Trusted Platform”, available on the portal.

(See https://www.ehealth.fgov.be/ehealthplatform/nl/service-i.am-identity-access-management)

This document should be signed bu a legal representative of the entity or by the information security
consultant.
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7. Test and release procedure

7.1 Procedure

This chapter explains the procedures for testing and releasing an application in acceptation or production.
7.1.1 Initiation

If you intend to use the eHealth platform service, please contact info@ehealth.fgov.be. The project
department will provide you with the necessary information and mandatory documents.

7.1.2 Development and test procedure

You have to develop a client in order to connect to our WS. Most of the required info to integrate is published
in the technical library on the portal of the eHealth platform.

Upon request, the eHealth platform provides you test cases (See Request testcase template) in order for you
to test your client before releasing it in the acceptance environment.

7.1.3 Release procedure

When development tests are successful, you can request to access the acceptance environment of the eHealth
platform. From this moment, you start the integration and acceptance tests. The eHealth platform suggests
testing during minimum one month.

After successful acceptance tests, the partner sends his test and performance results with a sample of “eHealth
request” and “eHealth answer” by email to his point of contact at the eHealth platform.

Then the eHealth platform and the partner agree on a release date. The eHealth platform prepares the
connection to the production environment and provides the partner with the necessary information. During
the release day, the partner provides the eHealth platform with feedback on the test and performance tests.

For further information and instructions, please contact: integration-support@ehealth.fqov.be.

7.1.4 Operational follow-up

Once in production, the partner using the eHealth platform service for one of his applications will always test
first in the acceptance environment before releasing any adaptations of the application in production. In
addition, he will inform the eHealth platform on the progress and test period.

7.2 Test cases

The eHealth platform recommends performing tests for all of the following cases:

For clients defined as a TrustedPlatorfm (with eXchange scope only)

e Request a SAML HOK token as a citizen (or as parent or as mandate holder or as healthcare professional)
e Use the SAML HOK token to call a protected service provider (example : WS SOAP KGSS)

For clients defined as a TrustedPlatorfm (with eXchange scope and profile scope)

e  Consult with success a list of profiles (with one or more profiles)

e Request a SAML HOK token with one valid profile

e Use the SAML HOK token to call a protected service provider (example : WS SOAP KGSS)

For technical clients using client credentials flow :

e  Consult with success a list of profiles for a valid SSIN (with one or more profiles)

o o Jcair
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8. Error and failure messaqges

Error codes originating from the eHealth platform for the IAM eXchange service are defined in the swagger file.

In the table below, you can find specific error messages for /protocol/oauth/tokenExchange.

HTTP status Error code Error message Recommendation

code

401 unauthorized_client SubjectToken Access Denied Enduser may have revoked his/her

consent or SubjectToken is expired.
A new accessToken must be
generated.

Contact eHealth support for
investigation if the problem persists.

400 invalid_client Reason : error while invoking Contact eHealth support for
webaccess endpoint investigation.

400 invalid_request ActorToken Access Denied: Contact eHealth support for
Authorized Party of subjectToken investigation if it worked previously.
{SsubjectToken.azp} must be the
same as issuer actorToken
{SactorToken.iss}

400 invalid_request SubjectToken Access Denied: Contact eHealth support for
realm_access role token-exchange investigation if it worked previously.
missing.

400 invalid_request Invalid input for field Review and adapt the input (as
actor_token_type described in this document).

400 invalid_request Invalid input for field actor_token Review and adapt the input (as

described in this document).

400 invalid_request ActorToken Access Denied: client Wrong signing algorithm (in JWT
{Sissuer} not allowed (wrong signing header). Review it and adapt the input
algorithm) (as described in this document).

400 invalid_client ActorToken Access Denied: client ActorToken used is not known.
{Sissuer} not allowed Contact eHealth support for

investigation if it worked previously.

400 invalid_request ActorToken Access Denied: client Certificate used to generate the
{Sissuer} not allowed (wrong actorToken is not known at eHealth.
certificate) Follow the certificate renewal

procedure:

NL: eHealth-certificaten | eHealth-
platform, formulier “Certificate
Management: Renewal of public key”
FR: Certificats eHealth | Platform
eHealth, formulaire “Certificate
Management: Renewal of public key”

400 invalid_client ActorToken expired A new actorToken must be generated.

400 invalid_request Invalid input for field audience Review and adapt the input (as

described in this document).
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400 Invalid input for field grant_type Review and adapt the input (as
unsupported_grant_ty described in this document).
pe

400 invalid_request Invalid input for field Review and adapt the input (as

requested_token_type described in this document).

400 invalid_request Invalid input for field resource Review and adapt the input (as

described in this document).

400 invalid_scope Invalid input for field scope Review and adapt the input (as

described in this document).

400 invalid_request Invalid input for field subject_token Review and adapt the input (as

described in this document).

400 invalid_request Invalid input for field Review and adapt the input (as

subject_token_type described in this document).
400 invalid_request SubjectToken Access Denied: Your client is trying to use a token not
untrusted issuer suitable for this environment. Review
[{S{subjectToken.iss}}] your configuration.

400 Invalid_request SubjectToken Access Denied: Contact eHealth support for
Authentication level not satisfied. investigation if it worked previously.

401 unauthorized_client ActorToken Access Denied: failed to Contact eHealth support for

resolve attributes (Profile ${profile}) investigation.

401 unauthorized_client ActorToken Access Denied: failed to Contact eHealth support for

determine profile (Profile option type | investigation.
S{profileOptionType})

401 unauthorized_client SubjectToken Access Denied: Invalid Contact eHealth support for

authentication level. investigation.

500 unknown Reason: unable to resolve signing key | Contact eHealth support for

investigation.

500 unknown Reason: error while invoking account Contact eHealth support for

endpoint investigation.

500 unknown Reason: S{failureStatusMessage} Contact eHealth support for

investigation.

500 unknown Reason: unable to extract assertion Contact eHealth support for

from backend (empty response) investigation.

500 unknown Reason: unable to extract assertion Contact eHealth support for

from backend (invalid response) investigation.

500 unknown Reason: unable to encode assertion Contact eHealth support for

investigation.

500 unknown Reason: wrong issued_token_type Contact eHealth support for

received from backend investigation.

500 unknown Reason: wrong token_type received Contact eHealth support for

from backend investigation.

500 unknown Reason: unable to determine Contact eHealth support for

assertionLifetime investigation.
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Error example (http status code 400):
{

"error" : "invalid client",
"error_description" : "ActorToken expired",
"id" : "Id-1490f45e9e886f6fc635cdl5"

In the table below, you can find specific error messages for /profiles/{ssin}.

HTTP status Title Detail
code

Recommendation

400 invalid_client Invalid parameter: ${input} is not a
valid SSIN.

Use a correct and valid input (SSIN)

Error example (http status code 400) :
{

"type": "https://www.gcloud.belgium.be/rest/problems/badRequest",

"title": "Bad Request",
"status": 400,
"detail": "Invalid parameter: 'a' 1is not a valid SSIN.",

"id": "Id-d5c7356182abed5af3d76ce2"
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